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The content of this publication or presentation is intended for educational purposes only; is not an official position statement of Mutual 
Insurance Company of Arizona (MICA); and should not be considered or relied upon as professional, medical, or legal advice 
or as a substitute for your professional judgment. Consult your attorney about your individual situation and the applicable 
laws. The authors, presenters, and editors made a reasonable effort to ensure the accuracy of the information at the time of 
publication or presentation but do not warrant or guarantee accuracy, completeness, or currency of such information. As 
medical and legal information is constantly changing and evolving, check for updated information and consult your attorney 
before making decisions.
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We’ve Been Robbed!
The Crippling Effect of Ransomware
MICA, Risk Management Services

Ransomware is malicious software - called malware - that cyber attackers use to encrypt and block a medical 
practice’s access to its own computer files. With ransomware in place, and medical, billing, and appointment 
files held hostage, attackers demand a ransom in exchange for a “key” to the files. Ransomware encrypts the 
files, and the key is supposed to decrypt them.

Cyber attackers hide ransomware in innocent-
looking e-mails with links or attachments. Often, 
these senders can appear to be individuals from 
within your own organization. Unaware physicians, 
other health care professionals, and practice staff 
click on the link or open the attachment, releasing 
the malware and infecting the practice’s computer 
system and everything in it. Out-of-date hardware 

and software are especially susceptible. Malware 
can work in the background for days or months 
before practices suddenly cannot open or read files, 
access schedules, transmit electronic prescriptions, 
and update payroll or accounts receivable. Malware 
affects every aspect of the practice’s operations and 
patients’ care.

Ransomware Trends
Medical offices and practices, under the assumption 
cyber criminals only attack hospitals, health 
care systems, and large complex practices, have 
been and remain vulnerable to ransomware. 
Sophos recently reported the results of a survey 
of information technology (IT) decision makers 
from 14 industries or types of organizations in 
30 countries. Of the health care IT leaders, 34% 
reported ransomware attacks in the past year.1 More 
health care IT leaders reported:

	� a higher cyber attacker encryption rate than 
other industries; 2

	� paying more ransoms than some other 
industries;3 and

	� a greater inability to restore data from 
backups than other industries.4

Paying a ransom is no guarantee that a practice's 
data will be restored or returned. In the Sophos 
survey, 31% of health care IT leaders reported data 
was not restored after paying a ransom averaging 
$131,304.5 The cost of ransomware incidents does 
not stop with the ransom. According to this global 
survey, the average overall cost of recovery from a 
ransomware attack on a health care organization is 
$1.27 million.6

The FBI does not 
advocate paying a ransom, 

in part because it does not guar-
antee an organization will regain 

access to its data...Paying ransoms 
emboldens criminals to target other 

organizations and provides an alluring 
and lucrative enterprise to criminals...

Regardless of whether you or your 
organization have decided to pay 
the ransom, the FBI urges you to 

report ransomware incidents 
to law enforcement.

Analysis of the attacks on U.S. health care 
organizations is no more comforting than the 
global experience. In a report on ransomware 
trends, the U.S. Department of Health & Human 
Services’ Health Sector Cybersecurity Coordination 
Center (HC3) analyzed U.S. ransomware incidents 
within the Health and Public Health sector (HPH). 
Cyber attackers hit more U.S. health or medical 
clinics than any other HPH sub-industries.

https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-in-healthcare-2021-wp.pdf
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-in-healthcare-2021-wp.pdf
https://www.hhs.gov/sites/default/files/ransomware-trends-2021.pdf
https://www.hhs.gov/sites/default/files/ransomware-trends-2021.pdf
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Top U.S. HPH Targets of Ransomware Attacks7
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Cyberattack Aftermath
Overall recovery costs are still being calculated. The 
Scripps Health ransomware attack in May resulted 
in no access to the electronic health record, patient 
portal, e-mail, payroll, and the internal emergency 
response communication tool for almost four 
weeks.8 ,9 At four weeks, Scripps staff had read-only 
access to test results, clinician notes, and other 
information documented before the attack.10 The 
disruption in care costs may not be known until 
after a patient complains to a state licensing agency 
or a third-party payor, files a medical professional 
liability lawsuit, or the Department of Justice Office 
of Civil Rights investigates a related leak or breach 
of protected health information.

Following a Scripps Health e-mail notifying patients 
an unauthorized person gained access to and 
acquired copies of network files, affected patients 

filed a lawsuit alleging Scripps failed to adequately 
secure and safeguard electronic, personally 
identifiable, and protected health information 
stored on internal records systems.11 The lawsuit 
also includes allegations the FBI warned of this type 
of attack, the risk of ransomware attacks is “widely 
known” to the public and the health care industry, 
and Scripps was negligent and careless in failing to 
implement appropriate safeguards to prevent the 
attack and secure patient data.

The Mountain States subregion is not a cyber 
safe zone. Similar ransomware attacks against 
physicians, advanced health care practitioners, and 
practices have been reported in Arizona, Colorado, 
Nevada, and Utah.12 Every practice is a potential 
target.

The Rise of Double and Triple Extortion
Cyber attackers have advanced to double and 
triple extortion schemes. Double extortion occurs 
when attackers steal data, demand a ransom, and 
threaten to leak or sell the data if the organization 
refuses to pay. Triple extortion takes the scheme 
a step further and attackers demand a ransom 
from the organizational owner of the data and 
individual data owners, e.g., patients and their 
family members. Check Point Technologies Ltd. 

researchers say, “[The] creative thinking and a 
wise analysis of the complex scenario of double 
extortion ransomware attacks have led to the 
development of the third extortion technique.”13

Data leaks occurred in 72% of U.S. health care 
ransomware incidents tracked by HC3 in 2021.14 
Double and triple extortion attacks in medical 
practices continue to rise. Patients’ Social Security 
numbers, prescriptions, clinical information, date 

https://s3.documentcloud.org/documents/20964496/37-2021-00025007-cu-bt-ctl_roa-1_06-07-21_complaint_case_initiation__1624033836864.pdf
https://blog.checkpoint.com/2021/05/12/the-new-ransomware-threat-triple-extortion/
https://blog.checkpoint.com/2021/05/12/the-new-ransomware-threat-triple-extortion/
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of birth, family information, and health insurance 
information may be exposed on the dark web as 
retribution for not paying the ransom and even 
after a ransom is paid. In the past year, most attacks 

occurred “over weekends and holidays when people 
are less likely to be watching”15 but ransomware 
phishing e-mails can trick even the most diligent 
employee.16

Ransomware Prevention and Solutions
“Ransomware attacks do not start with  
[r]ansomware.”17 Malware infections usually precede 
ransomware. “Security personnel should be 
aware of Trickbot, Emotet, Dridex, and CobaltStrik 
infections within their networks and remove them 
using threat hunting solutions – as they open the 

door for…ransomware infections.”18 Unwitting 
physicians and practice staff may click on a link in 
an e-mail releasing one of these malicious programs 
and the malware comes later. These e-mails may be 
specially crafted to appeal to a specific practice.

Priorities
Backup all data now. An up-to-date 
backup stored securely offline is the 
single most important defense against 
ransomware.

Improve identification of suspicious or 
phishing e-mails. Teach all those with 
access to the office’s computer systems 
to be suspicious, especially where 
e-mails request sensitive, protected, 
and confidential information and/or 
stress the urgency and importance of 
responding.19

Implement response procedures, 
including never opening e-mail 
attachments or clicking on links from 
unknown senders and what to do if an 
attachment has been opened or a link 
has been clicked.20

Update the business continuity plan 
and give everyone access to it. The 
practice should be able to provide good 
customer service even when the staff 
cannot see the appointment schedule, 
pending test results, and patient contact 
information.

Maintain and update hardware and 
software, install security and antivirus 
software, and patch software according 
to authorized procedures.21

Check out MICA’s training materials, 
sample incident response plans, 
guidance and updates on ransomware 
best practices, cybersecurity newsletter, 
and policy and procedure templates on 
the e-Med Protection Risk Management 
page of the MICA website. Log onto the 
MICA Home page, scroll to the bottom 
of the “Quick Links” list, click on “e-Med 
Protection Risk Management Website,” 
and select your state.
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Risk Mitigation  
Checklist

 � Hardware/software vulnerabilities
 ` Promptly update and use authorized patches

 ` Install anti-virus and anti-malware software, 
including automatic updates and scans, 
especially scans of e-mail attachments and 
flash drives

 ` Use security products that block access to 
known ransomware websites

 ` Configure operating systems to run only 
authorized applications

 ` Segment networks by building internal 
barriers to prevent the spread of a malware 
infection

 � Training and e-mail security
 ` Malware, ransomware, and data theft or loss 

education, including the dangers of clicking 
on links or attachments, and potential impact 
of a successful attack

 ` Prohibit the use of personal apps and 
websites such as e-mail, chat, and social 
media, on the practice’s PCs and devices

 ` Recognize potential phishing e-mails

 ` Phishing simulations and testing everyone’s 
ability to spot malicious e-mails, and 
additional training based on the results

 ` If suspicious e-mails or online activity 
identified, who to contact

 ` Using e-mail security settings to reduce 
phishing e-mails

 ` Limit the type of file extensions that can be 
delivered via e-mail and block executable 
files (.exe, .zip, .js)

 � Permission/access control measures
 ` Regular password changes and limited reuse 

of passwords

 ` Multifactor authentication

 ` Limiting use of personal devices to access 
practice’s network unless enhanced security 
measures are employed

 ` Minimum role-based access privileges

 ` User account audits

 ` Remote access monitoring and Remote 
Desktop Protocol (RDP) logs

 ` Disable unused remote access/RDP ports

 ` Implement “whitelisting” so practice systems 
execute only specific programs known and 
permitted by the established security policy

 ` Review permission-related practices (user 
write capabilities, preventing execution from 
user directories, limiting access to network 
storage or shares)22

 � Business continuity or incident response 
plan

 ` Include patient diversion; operating without 
an electronic health record; contacting 
federal and state law enforcement, vendors, 
MICA Claim department

 ` See MICA’s Building a Business Continuity 
Plan by logging into the MICA Home page, 
scrolling to “Quick Links,” clicking on “e-Med 
Protection Risk Management Website, and 
selecting your state. Then choose “Knowledge 
Center,” and “Incident Response” or Build a 
Business Continuity Plan”
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Some practice staff report seeing a ransom email 
or notice. Staff in other practices may arrive on a 
Monday to find their systems inoperable saying 
they never saw a ransom note. Prepare now for that 
Monday morning surprise by completing a business 
continuity/incident response plan using MICA’s 
cyber risk management resources. 

 � The U.S. Department of Justice and U.S. 
Department of Homeland Security have 
developed a one-stop hub for ransomware 
resources for organizations to mitigate risk. 
https://www.cisa.gov/stopransomware

 � Use the U.S. Cybersecurity and Infrastructure 
Security Agency’s (CISA) Ransomware Guide 
and response checklist

 � Read CISA’s technical details and tips in Alert 
(AA20-302A) Ransomware Activity Targeting 
the Healthcare and Public Health Sector

 � For questions and assistance with 
ransomware threat mitigation practices, 
MICA insureds can contact cybersecurity risk 
management professionals free of charge at 
877.574.6406 or support@eplace.com.

In the event of an attack23:

 � If possible, take a snapshot of 
your system’s memory prior 
to shutting it down – this 
may assist later in decrypting 
data and locating the attack 
vector24.

 � Recall all e-mails you suspect 
contain the ransomware to 
prevent further spread.

 � Shut down the computer 
believed to be infected to 
prevent further spread and 
damage to the rest of the 
system.

https://www.cisa.gov/stopransomware
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C_.pdf
https://us-cert.cisa.gov/ncas/alerts/aa20-302a
https://us-cert.cisa.gov/ncas/alerts/aa20-302a
mailto:support@eplace.com
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Debunking HIPAA Security Myths
Based on https://www.healthit.gov/topic/privacy-security-and-hipaa/top-10-myths-security-risk-analysis

The HIPAA privacy and security rules have been around long enough to generate legends and myths. Local 
and national headlines continuously announce legendary numbers of cyberattacks affecting patients 
and their medical records. MICA Risk Management Consultants hear HIPAA myths from callers to the Risk 
Management Services Hotline. Dispelling the myths, especially about the mandatory security risk analysis, 
could lead to fewer legends.

Myths Facts

The HIPAA security risk 
analysis (SRA) is optional for 
small or solo medical offices 
or practices. They do not 
have to complete a SRA.

Physicians, advanced health care professionals, medical offices and 
practices, and other HIPAA covered entities must perform a SRA 
regardless of size or specialty. Any physician, provider, or other health 
care practitioner billing electronically is considered a covered entity.

My practice has a HIPAA-
certified EHR; therefore, we 
do not have to perform a 
SRA.

There is no such thing as a HIPAA seal of approval or a HIPAA-
compliant certification. An EHR vendor can only provide satisfactory 
assurances, usually in the form of a business associate agreement, the 
vendor is appropriately safeguarding protected health information 
(PHI) it creates, receives, maintains, or transmits for you/your practice 
in accordance with the HIPAA rules and regulations. The Office of the 
National Coordinator for Health Information Technology (ONC) has a 
list of EHRs tested and certified under the ONC Health IT Certification 
Program. Also, HIPAA requires covered entities and business associates 
conduct a SRA of all electronic PHI, not just the PHI in the EHR.

Since my practice is small, I 
must contract with someone 
to perform a SRA.

Practices of any size or specialty can perform a SRA or work with a SRA 
vendor. The Office of the National Coordinator for Health Information 
Technology (ONC) offers a downloadable SRA tool for small and 
medium size practices. However, some practices will be more 
comfortable using an experienced outside professional for the SRA.

My practice can use a 
one-page SRA checklist to 
comply with the HIPAA SRA 
requirement.

There are pages and pages of SRA questions to be answered. 
Performing and documenting a SRA on one-page would be difficult, if 
not impossible.

A SRA is one-and-done. 
Once the practice has 
completed one the practice 
has complied with the SRA 
requirement.

The SRA is a continuous process so applying a tool and assessing one 
time is not enough. The SRA involves regular and periodic reviews, 
tracking, detection, and evaluation. A SRA should support adoption 
of an EHR and adapt to an existing EHR and practice operational 
changes. Small practices can use Reassessing Your Security Practices in 
a Health IT Environment – A Guide for Small Health Care Practices.

https://www.healthit.gov/topic/privacy-security-and-hipaa/top-10-myths-security-risk-analysis
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
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Surviving a HIPAA Audit: The Security  
Risk Analysis
MICA, Risk Management Services
Many physicians and practice administration 
professionals have put projects on the back burner 
to help manage the pandemic’s strain on patient 
care and practice operations. A HIPAA-required 
security risk analysis (SRA) or re-analysis would 
have to wait. Physicians and practices establishing 
their “new normal” amidst increasing reports of 
cyberattacks and HIPAA breaches should consider 
moving SRAs to the front. Completing a SRA is a 
good way to keep your practice out of the headlines 
and may help protect against future cyberattacks.

The Office of Civil Rights (OCR) administers and 
enforces the HIPAA privacy and security rules 
governing the use, disclosure, and protection 
of protected health information by covered 
entities and their business associates. The OCR 
audited 166 covered entities in 2016 and 2017 
and published the results and recommendations 
related to deficiencies in 2020. Over half of the 
covered entities were physicians and health 
care practitioners. Only 14% were substantially 
complying with SRA requirements.1

The OCR requested and reviewed these SRA-related 
documents:

	� Current and prior security risk analyses (SRA) 
and results;

	� Policy and procedures of the SRA process;

	� Policies and procedures related to the 
implementation of the SRA; and

	� Documentation demonstrating implementa-
tion of the SRA process, the availability of the 
SRA process to those responsible for it, and 
evidence the documentation is periodically 
reviewed and updated.

The OCR then published a report including the SRA 
audit results:

 � Generally, the non-complying covered 
entities failed to:

 ` Identify and assess the risks to all electronic 
protected health information(ePHI) in their 
possession. 2

 ` Develop and implement policies and 
procedures for conducting a risk analysis. 3

 ` Identify threats and vulnerabilities, to 
consider their potential likelihoods and 
impacts, and to rate the risk to ePHI.4

 ` Review and periodically update a risk analysis 
in response to changes in the environment 
and/or operations, security incidents, or 
occurrences of a significant event.5

 ` Conduct risk analyses consistent with 
policies and procedures.6

 � Commonly, the non-complying covered 
entities failed to provide documentation 
of efforts to develop, maintain, and update 
policies and procedures, and conduct a SRA.7

 � Some covered entities provided irrelevant 
documentation, such as documents 
describing a patient’s insurance coverage, 
explaining pharmacy fraud and abuse, and 
indicating employees signed-off on the 
employer’s code of conduct.8

 � Several non-complying covered entities 
submitted documentation of some SRA-
related activities, such as an assessment by 
a HIPAA security vendor that did not include 
the actual SRA leading to the vendor’s work.9

 � Some non-complying covered entities also 
submitted template policy manuals, created 
by HIPAA security vendors, without evidence 
or indication of a SRA or implementation of 
the policies in the manual.10

Most covered entities failed to complete a SRA and 
implement new or improved processes as a result. 
To mitigate the current threat of cyberattacks and 
HIPAA breaches, and the likely OCR investigation 
into the breach, physicians and practices should 
perform a SRA. The OCR recommends its SRA tool 
for small practices and the National Institute of 
Standards and Technology HIPAA Security Toolkit 
for small and medium-sized practices. Learn 
more about the HIPAA security rule and use the 
compliance guide and examples on the MICA 
website. Keep your practice out of the headlines.

https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://csrc.nist.gov/projects/security-content-automation-protocol/hipaa
https://csrc.nist.gov/projects/security-content-automation-protocol/hipaa
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Endnotes
1  U.S. Department of Health and Human Services Office 

for Civil Rights Health Information Privacy Division. 
(2020). 2016-2017 HIPAA Audit Industry Report. P.27. 
OCR Phase 2 HIPAA Compliance Audits: Industry 
Final Findings Report 2018 (hhs.gov)

2  Id.

3  Id.

4  Id.

5  Id.

6  Id.

7  Id.

8  Id.

9  Id. at P.28

10  Id.

Log in to the MICA Policyholder 

Home Page and click on Tokio 

Marine HCC – e-Med Protection 

Risk Management Website. 

Then choose your state, click 

on the Accept button, and 

select Knowledge Center. Find 

the Spot Risks and Threats 

library in the middle of the 

page and click on Conduct a 

Risk Assessment for step-by-

step SRA guidance.

https://www.hhs.gov/sites/default/files/hipaa-audits-industry-report.pdf
https://www.hhs.gov/sites/default/files/hipaa-audits-industry-report.pdf
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A Tale of Two Experiences
What Happens When a Patient’s and Physician’s 
Experiences are at Odds
Neil H. Baum, M.D. – Vanguard Communications

There’s a discrepancy between what the patient 
believes is a favorable appointment with his or her 
physician and what the physician assumes is a good 
visit. Ideally, these two perceptions should be close 
but they are often far off.

For instance, a study by the American Academy 
of Orthopaedic Surgeons shows that 75% of 
such surgeons viewed their communication with 
patients as being satisfactory, while only 21% of the 
patients thought so.1

Physicians and patients start with two different 
perspectives during an office visit.

The Physician’s View
When a physician opens the exam room door, she 
or he expects certain things, such as:

 � The patient puts away his or her cellphone 
and is ready to engage.

 � When appropriate, the patient had lab and 
other tests done prior to the visit and staff 
entered the results in the medical record.

 � The patient accepts some onus of 
responsibility for reporting back on new 
medicinal or lifestyle prescriptions.

 � The patient will pay any balance due.

The Patient’s View
When a patient comes for an office visit, she or he 
expects certain things, such as:

 � No waits longer than 15 minutes.

 � The physician has read the chart and is 
familiar with the case.

 � The physician will give the patient all the 
time needed to ask questions.

 � The practice will take care of calling in 
prescriptions and handling refills.

Despite differing expectations, the patient and 
physician share a goal: medical care that results in 
positive outcomes. It doesn’t enhance a practice’s 
bottom line or referrals if the physician feels that he 
or she met all the needs of the patient but the patient 
left feeling that his or her needs were not met.

Conflicting Interests are Financial and Psychological
By now you likely know that many studies connect 
the dots between clinical effectiveness and patient 
experience. As one report concludes, “Clinicians 

should resist sidelining patient experience as too 
subjective or mood-oriented, divorced from the ‘real’ 
clinical work of measuring safety and effectiveness.”2

https://vanguardcommunications.net/
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I agree, yet I understand why physicians would resist 
devoting time and resources to patient experience. 
We physicians are under enormous pressure. On 
average, physicians see 20.2 patients per day and 
55% say their morale is negative, according to a 
report by The Physicians Foundation.3 In late 2020, 
71% of physicians reported feeling burned out 
from too much paperwork, government and payer 
regulations, working too many hours, and the 
COVID-19 pandemic.4

However, it’s evident that solving any patient 
experience disconnect is largely the practice’s 
responsibility. According to patient satisfaction 
survey distributor Press Ganey Chief Medical Officer 
Thomas H. Lee, M.D., physicians deliver care “not 
to prevent death but to help people feel better. 
We’re trying to meet patients’ needs, and among 
their needs is to minimize the fear that they have. 
Patient experience defines what we’re trying to 
accomplish.”5

Physicians Can Win for Losing
The fact is that none of us would be in business if it 
weren’t for patients. That means that the patient’s 
experience wins the battle over the physician’s 
experience. But that doesn’t mean we physicians 
lose the war. There are ways to balance the 
engagement.

 � At the start of the exam, have the patient ask 
his or her questions beginning with the most 
important.

 � Remind the patient of how much time is 
allotted to the appointment and reassure her 
or him that you will cover the most pressing 
issues.

 � If you foresee running late, be honest. Tell the 
patient that you’d love to spend more time 
on the visit but you can’t because of health 
system or insurer policies.

 � Offer the patient the option to schedule 
another appointment with you or refer to 
a mid-level whose schedule may allow for 
more time.

 � Close the appointment by saying the 
patient’s name when you thank him or her.

 � Make sure your practice follows up with your 
own survey immediately. That way you can 
reconcile any negative experiences before 
they find their way online.

If physicians are open-minded about improving 
their patients’ experience, they will see positive 
outcomes. “Whenever you ask physicians about 
instances where the care made them proud, you 
never get them bringing up something that was 
really new in treatment,” Dr. Lee says. “What they 
always bring up is old-fashioned stuff about how 

they work together and they really met a patient’s 
psychological needs.”

Now that’s good for patient care.

About the Author
Neil H. Baum, MD is a urologist in private practice, 
author of 10 books about practice productivity, and 
medical advisor to Vanguard Communications, a 
healthcare firm that guarantees new patients for 
specialty practices. Dr. Baum, a clinical professor of 
urology at Tulane Medical School, also served as a 
columnist for American Medical News for 25 years. 
He offers more free advice at TheWiredPractice.com.
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